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My Profile (1)

Dr. Sasaki received his B.S. Degree 1n health science and Ph.D
Degree 1n system engineering from the University of Tokyo in
1971 and 1981, respectively.

From April of 1971 to March of 2001, he was engaged 1n the
research and research management related to systems safety,
network management and information security at Systems
Development Laboratory of Hitachi Ltd.

HITACHI

Inspire the Next




My Profile (2)

Dr. Sasaki started the study of information security in 1984. He
1s a co-inventors of the cipher named MULTI, which 1s the
Japanese Digital Satellite Broadcast System standard.

In 2001, he moved from Hitachi Itd. to Tokyo Denki University

HITACHI

Inspire the Next
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Profile of Dr. Ryoich1 Sasaki

(1) Professor, Tokyo Denki University(TDU)
(2) Director of Cyber Security Institute of TDU

(3) Cyber Security Advisor, NISC (National Center of Incident
readiness and Strategies for Cyber Security Information
Center, Cabinet Office, Government of Japan )

(4) Visiting Professor, National Institute of Informatics

(5) Former General Chair, Japan Society of Security
Management

(6) General Chair of Institute of Digital Forensics




University Overview

* Tokyo Denki University 1s a private university for
future engineers located in Adachi, Tokyo, Japan.

* Our founding spirit 1s “Respect for Practical
Studies” .

* The predecessor of the school was founded 1n
1907. It was chartered as a university in 1949.




First President of our University

Dr. Niwa and Origin of FAX

Dr. Ni1wa, the first
president of our university,
invented an original means
of transmitting
information, which later
became known as
“facsimile” or “Fax”.
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Early History on Digital
Forensics 1n Japan

In 1996: The Japan National Police Agency (NPA) set up
a section tasked with the mission of dealing with digital
forensic 1ssues triggered by the Subway Sarin Incident.

In 2003 : The first company formed to deal exclusively
with digital forensics was established 1n Japan.

In 2004 : The 1nstitute of Digital Forensics
(IDF) was established.

B
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Background

On March 20, 1995, Aum Shimrikyo cult members released
sarin gas in Tokyo's subway trains, killing 13 passengers
and station workers, and injuring some 6,000.
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Background

In Aum Shirikyo, there were many educated members who
have high level knowledge with regards to information
technologies.

They used cryptography including public key cipher to
protect their data files.

=> Japanese National Police Agency set up the section
having the mission to handle the digital forensic issue.

Shokou Asahara
Aum Shinrikyo founder
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Early History on Digital
Forensics 1n Japan

In 1996, The NPA began efforts to deal with the digital
forensic 1ssues related to the Subway Sarin Incident.

In 2003 : The first company formed to deal exclusively
with digital forensics was established 1n Japan.

In 2004 : The Institute of Digital Forensics(IDF) was

established.




Institute of digital forensics(IDF)

Gle IDF 1s a non-profit organization (NPO) dedicated to \
spreading and promoting digital forensics, as well as contributing
to the realization of a healthy information technology (IT)

society.

IDF membership includes security researchers, digital forensic
engineers, people concerned with digital forensic law and law
enforcement, as well as digital

{orensic users.
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Main Member of IDF at Formation
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Main IDF Activities

In 2004: The IDF was established. The first digital forensic conference, which
was called the Digital Forensic Community, was held in December of
this year.

In 2006: The Encyclopedia of Digital Forensics was published by Nikka Giren
under the supervision of the IDF.

In 2011: The first Digital Forensic Introductory Training hosted by IDF was
conducted.

In 2012: The Guideline for Maintaining Evidence (Version 2) was released by
the IDF.

In 2015: The Revised Encyclopedia of Digital Forensics was pubhshed by
Nikka Giren under the supervision of the IDF.




IDF Membership Growth
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Main IDF Activities

In 2004: The IDF was established. The first digital forensic conference, which
was called the Digital Forensic Community, was held in December of
this vear.

In 2006: The Encyclopedia of Digital Forensics was published from Nikka
Giren publisher with the supervision of IDF.

In 2011: The first Digital Forensic Introductory Training hosted by IDF was
held.

In 2012: The Guideline for Maintaining Evidence (Version 2) was released by
the IDF.

In 2015: The Revised Encyclopedia of Digital Forensics was pubhshed by
Nikka Giren under the supervision of the IDF. -
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Main IDF Activities

In 2004: The IDF was established. The first Digital Forensic conference,
which is called the Digital Forensic Community was held in
December of this year.

In 2006: The Encyclopedia of Digital Forensics was published by Nikka Giren
under the supervision of IDF.

In 2011: The first Digital Forensic Introductory Training hosted by IDF was
held.

In 2012: The Guideline for Maintaining Evidence (Version 2) was released by
the IDF.

In 2015: The Revised Encyclopedia of Digital Forensics was pubhshed by
Nikka Giren under the supervision of the IDF. )




Encyclopedia of Digital Forensics

Edited by IDF

[Contents ]
Chapter I Basics of Digital Forensics
Chapter 2 Current Status of Digital Forensics
Chapter 3 History of Digital Forensics
Chapter 4 Technologies of Digital Forensics
Chapter 5 Digital Forensics and Law
Chapter 6 Digital Forensics in Enterprise
Chapter 7 Digital Forensics in Medicine
Chapter 8 Practice of Digital Forensics
Chapter 9 Tools for Digital Forensics
Chapter 10 Future Trend on Digital Forensics

496pages, 21,000Yen, 2006
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Main IDF Activities

In 2004: The IDF was established. The first Digital Forensic conference,
which is called the Digital Forensic Community was held in
December of this year.

In 2006: The Encyclopedia of Digital Forensics was published by Nikka Giren
under the supervision of IDF.

In 2011: The first Digital Forensic Introductory Training hosted by IDF was
held.

In 2012: The Guideline for Maintaining Evidence (Version 2) was released by
the IDF.

In 2015: The Revised Encyclopedia of Digital Forensics was pubhshed by
Nikka Giren under the supervision of the IDF. .




Digital Forensic Introductory Training

Year No. of Attendees* I;;)e.;lztggiliesd* *
First 2011 215 —
Second 2012 370 o
Third 2013 436 -
Fourth 2014 250 20
Fifth 2015 252 42
Sixth 2016 326 56

* Two-hour courses
** One-day courses

BIG FIN e T TR &ﬁl/—_/fﬂﬁﬁﬁ%

(IDFi#E )

201349 19K (#), 9F20H (&)
hitp./www.digitalforensic.jp
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Main IDF Activities

In 2004: The IDF was established. The first Digital Forensic conference,
which is called the Digital Forensic Community was held in
December of this year.

In 2006: The Encyclopedia of Digital Forensics was published by Nikka Giren
under the supervision of IDF.

In 2011: The first Digital Forensic Introductory Training hosted by IDF was
held.

In 2012: The Guideline for Maintaining Evidence (Version 2) was released by
the IDF.

In 2015: The Revised Encyclopedia of Digital Forensics was pubhshed by
Nikka Giren under the supervision of the IDF. .




Digital forensics related events 1in Japan

Beginning in 2004, Japan-U.S. collaborative investigations on Digital
forensic matters started between Tokyo Denki University etc. and Mississippi
State University.

In 2005: Digital Forensics was selected as one of the most important 11
security technologies in a report published by the Secretary of Cabinet in
Japan.

In 2008: The Fourth Digital Forensic International Conference, which is
hosted by the International Federation for Information Processing, Technical
Committee 11 (IFIP TC11), was held in Japan.
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Digital forensics related events 1in Japan

Beginning in 2004, Japan-U.S. collaborative investigations on Digital
forensic matters started between Tokyo Denki University etc. and Mississippi
State University.

In 2005: Digital Forensics was selected as one of the most important 11
security technologies in a report published by the Secretary of Cabinet in
Japan.

In 2008: The Fourth Digital Forensic International Conference, which is
hosted by the International Federation for Information Processing, Technical
Committee 11 (IFIP TC11), was held in Japan.
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Articles Related to DF 1n Japan

* We searched CiNn to find the articles 1n
Japan related to “Digital Forensics”.

CiNi1i is a searchable database service containing academic @

information on articles, books, etc in Japan.
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Number of Articles
According to Year

Number of Articles

2006 4 Total Number of

2007 6 Articles: 78

2008 11

2009 13 Average Number of

2010 2 Articles: ~8

2011

2012 4 (] apanese papers presented
2013 11 in other countries are not

2014 7 _ Included in these figures.
2015 12

Total 78 30



Map of Our Main Studies
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@. Guide Sy§tem for DF ® Fog Forensic
using Android Terminal

@ LIFT System
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Technical Q) Signature scheme for

Maintaining Evidence

Element &) System

LIFT: Live and Intelligent Network Forensic Technologies
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Proposal and evaluation of safe and efficient log
signature scheme for the preservation of evidence

) - Ryoichi Sasaki
Naoki Kobayashi . . L .
] , » , , , Dep. of Information Systems and Multimedia Design
Dep. of Information Systems and Multimedia Design Tokyo Denki University, 5 Senju-Asahi-cho

Tokyo Denki University. 5 Senju-Asahi-cho, Adachi-Ku, Tokyo 120-8551, Japan
Adachi-Ku. Tokyo 120-8551. Japan

Abstract— In recent vears, the requirements for the ineffective when the numbers of generations and verifications
preservation of evidence have increased for important log data, of sicnatures are the same.
such as the data in the planned common number identification .
system in Japan. One of the proposed evidence preservation
methods, the hysteresis signature scheme, reflects previously
summarized data with a new digital signature of the log data.
However, it takes a long time for this scheme to verify signatures.

We propose the hybrid signature scheme and compare it
with conventional schemes, including the hysteresis signature
scheme.

As a result. we show that our proposed scheme is the most

Therefore, we propose a new hybrid signature scheme that is effective among them. In a SRIVEY of related PAapETE, such as
based on the existing united signature scheme and the hvsteresis [71(8][°][10][11]. a method having the same function as our
signature scheme. In evaluations under various conditions, we hybrid signature scheme has not yet been proposed.

CFSE2014 held in Conjunction with COMPSAC 2014

CFSE: Computer Forensics in Software Engineering
COMPSAC 2014: The 38th IEEE Computer Society International
Conference on Computers, Software & Applications
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Background

* Inrecent years, the requirements for preserving
important log data as evidence have increased.

Log Data

34



Basic Scheme and Its Issue

e As a scheme to detect the tampering of digital

data, a digital signature scheme 1s generally used.

e This mechanism 1s a combination of the public
key cipher and the hash function.

Data MO
\/T_

Digital Signature

Sig = S(h(M))
where
S1g: Digital Signature
h:Hash function
S: Public key encryption
using a secret key

35



Basic Scheme and Its Issue

« However, it 1s impossible to detect log data tampering
using a normal digital signature scheme because log data
appears intermittently.

« If both the digital data and its related digital signature are
deleted together, the deletion cannot be detected in the
digital forensics verification phase.

Impossible to
o2 [ gnatawaviz )| Tsig(| €7 st e

deletion

punes | Dldans | s@ .




Proposed Scheme

We will now propose a hybrid signature scheme and
compare 1t with two conventional methods.

(1) United Signature Scheme
(Conventional Method)
(2) Hysteresis Signature Scheme

(Conventional Method)
w
Ry
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United Signature Scheme Generation Phase

Stage 1 i

—

Stage 2 |

Stage N

Ly+ly+ Ly

Signature

normal digital
signature
scheme

Signature

Signature

Signature

Overwrite

Signature

Overwrite

Signature




United Signature Scheme Generation Phase

—

Stage 1 i Signature Signature
_ normal digital
B signature
scheme
Overwrite
Stage 2 Signature Signature
8 Overwrite
= A
The united digital signature generates a
Stage N signature from all log data at each stage. It




Generation Phase of United Signature Scheme

/The disadvantages of this scheme are that N

calculations are needed at each stage to

Stal generate the signature, and it takes a long R

time to generate the signature when the data
Kfor hashing becomes long. )

scheme

Overwrite

Stage 2 Signature Signature

Overwrite

Signature

Stage N L+l ---+Ly Slgnature

Long data




United Signature Scheme Verification Phase

dloe d H1 H2
Stored log data o Deciphered —
Stage N L,+L,+---+Ly » | value ‘ Sienature
N is last stage. Comparison

(] For united signature scheme verification, it 1s only
necessary to check the last stage.

Therefore, reductions 1n the computation time
required for verification can be expected.

N

~




Hysteresis Signature Scheme Generation Phase

Stage 1

Stage n-1

Stage n

Stage n+1

Stage N

Chained data| Signature Chaimin
Log L[n-1] Cloc1] Sn-1] g
Hash ]
‘ Calculation _
Overwrite
Chained data| Signature
Log L|n] Cln] S[n]
Halsh
i Overwrite

Log L[n+1]

Chained data
C[n+1]

Calculation for
Signature

Signature
S[n+1]




Hysteresis Signature Scheme Generation Phase

Stage 1
Chained data| Signature hainin
stagen-1 | LogLn-1] | Pepedee| SERAENE | Chaining
Hash ]
‘ Calculation _
Overwrite
Chained data| Signature
Stage n Log L[n] C[n] S[n]
I
Hash
i Overwrite
: Chained data | [@ZERETGOIRT, Signature
Stage n+1 Log L[n+1] C[n+1] Signature S[n+1]
- The signature at stage n is generated by
Stage N using not only the log at stage n, but also

the chained data at stage n-1.




Hysteresis Signature Scheme Generation Phase

Stage 1
Chained data| Signature Chaimin
stagen-1 | LogLIn-1] | =ep g™ P s S
Hash ]
‘ Calculation _
Overwrite
Chained data| Signature
Stage n Log L[n] T .
/ The hysteresis signature advantages are as
follows:
(1) Log data deletion can be detected because the e
Stage hysteresis signature constructs a chain structure
j between signatures.
Stage]  (2) The time required for signature generation 1s short,

o

because the hashing data 1s short.




Hysteresis Signature Scheme Generation Phase

Stage 1
Chained data| Signature N1
stogent | LogLinel] | Ppege SEite | Chaining
{ Hash ]
‘ Calculation _
Overwrite
Chained data| Signature
Stage n Log L[n] C[Il] S[n'l
( T—quc]*\
/Hysteresis signature Overwrite
developed by us more _alculation for Signature
Stagentl  than twenty years ago is MRASEEIE S[n+1]
| one of the block chain
Stage N

technology.
\ gy

/




Hysteresis Signature Scheme Verification Phase

Stage 1 . T \
: The method used 1n the hysteresis signature

verification phase 1s the same as that used in the
hysteresis signature generation phase. If the last
stage signatures of two phases are equal, we can
\be confident that log data was not changed. )

Stage n-1

Chained data| Signature
Stage n Log L[n] C[Il] gS [n'l

I
Hash
: Overwrite

: Chained data | (@2 EREGIO B0 Signature
Log L[n+1] C[n+1] Signature S[n+1]

Stage n+1

Stage N

Signature in generation ' ' Signature in verification
Last stage Phase S[N]

phase S[N]




Hysteresis Signature Scheme Verification Phase

Stage 1

Stage n-1

Stage n

Stage n+1

Stage N
Last stage

Since the hysteresis signature verification
scheme requires the same amount of time as the
signature generation, verification time becomes
longer in comparison with the united signature

~

Signature in generation
Phase S[N]

g

\_ scheme. Y,

I J Vel vvlllv

Chained data| Signature
Log L|n
g Lin] Cln] S[n]
)
Hash
i Overwrite
: Chained data | [@ZERETGOIRT, Signature

Log L[n+1] C[n+1] Signature S[n+1]

Signature in verification
phase S[N]




Requirements for the proposed scheme

KRequirement | B

to any part of the |

‘he verifier can detect tampering\
og data.

* Requirement 2: "

.

‘he verifier can detect log data

deletions even 1f part of the log data and the
related digital signature are deleted together.

 Requirement 3: The total calculation time for
signature generation and log data verification 1s
the shortest among all schemes.

J
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Hybrid Signature Scheme Generation Phase

i=1 | L, S First Block Block Signature
i:n Lll L12 Lln Sln BSI
\_ J
/ Second Block \
=1 | Ly, So1
| ‘ Overwrite
1=n ]_,11 L12 Lln Sln BSZ
4 )
1 L, Sy, K-th Block
. I ‘ Overwrite
=0 Ly, | e Lkn Sk
N Y, B3




Hybrid Signature Scheme Generation Phase

Block Signature

BS.

In each block,
the united
signature
scheme 1s used

(
i=1 | L, Si) First Block
‘ The united signature
i:n I_J1 1 L12 Lln S In
\_ J
/ Second Block )
=1 | L Sy
1: 2! The united signature
=n | L,; | Ly Ly, Sin
4 )
i=1 | L, Sy, K-th Block
: The united signature
=n | Lg | Lg Ly, St
\_ J

—

J_JL)2

Overwrite

BSy




Hybrid Signature Scheme Generation Phase

-

i=1 | L, S First Block Block Signature
| First Block Signature
=n [ L, | Ly L, Si BS,
\ : : v
The first block s1g1}ature s Hysteresis
f | equal to the last signature in \ signature
=1 the first block. .
: Overwrite
. | For block signature(for k=2 to ‘
i=n || K), the hysteresis signature BS
] scheme 1s used. :
~ Hysteresis
i=1 | Ly, Sk K-th Block signature
' ‘: Overwrite
=n | Lg | Lg Ly, Skn
BS
/ K




Hybrid Signature Scheme Verification Phase

g First Block h
i=n | L, | L'y L, S’ 14

~ Eaststage stgmature \/ -

g Second Block h
i=n | L, | L'y | S’ 14

- /

g K-th Block )
=n | L | Lg L S’kn

\- ! ’ " J

STEP 1:

In each block, the
last stage signature 1s
verified in the same
manner as a normal
digital signature.

H1=Kp(S’,.,), where Kp( ) represents the decryption function using the public

key cipher and the public key Kp.
H2=h(L"\;, L5, ..., L'\)




Hybrid Signature Scheme Verification Phase

STEP 2:
Step 2-1: For first block,
The value of S’ 1s given to BS,

Step 2-2: For k=2, ..., K
Calculate BS, using hysteresis
scheme.

STEP3:

If BS,=BS’, it can be confirmed that
no data tampering has occurred and no
part of the log data or the related
signature has been deleted.

(" First Block

1=n S’ 14 BS,
\
g Second Block

i=n | S’,.
\_ BS,
4 K-th Block

1=n S’kn
\

BS¢

Compare

{mm=) | BS%




Experimental Environment

To verity that the proposed scheme 1s the most
effective among the three schemes, we measured
the generation times and verification times.

(1) CPU: Intel Core 15

(2) OS: Windows 7 Enterprise 64-bit
(3) RAM: 2 [GB]

(4) SSD: 120 [GB]

(5) Development language of the computer program
for the experiment: C# @/

T
1

Wn

B
—
e
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Parameter values T\!ﬁ\

K: Number of blocks 200
n: Number of log data in each block 5
L: Length of each log data 1 KB
N: Number of log data 1000
L*N 1 MB
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Measured times for generating signatures
with the three schemes
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Measured times for generating signatures
with the three schemes

Total Length of
™ Log Data (KB)
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The hysteresis signature scheme 1s
the most effective for signature

_generation. )




Measured times for verifying signatures
with the three schemes

Measured Verification Time (ms)

45000
40000
35000
30000
25000
20000
15000
10000

5000

1

10

100

1000

e

10000

United
-
Hysteresis
=#=  Hybrid
(n=5)
Total Length of
Log Data (KB)




Measured times for verifying signatures
with the three schemes

Measured Verification Time (ms)

45000
40000 r
35000

30000

25000

20000 /
15000

10000 /
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1 10 100 1000 10000

United
—_—
Hysteresis
Hybrid
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Total Length of
Log Data (KB)

( The united signature scheme 1s the most
effective for signature verification.
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Measured total computation times with the three schemes
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Measured total computation times

Measured Total Time (ms)
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Evaluation Results

The proposed scheme satisfies the three requirements shown
below:

Requirement 1: As described in the hybrid signature scheme
verification phase, the verifier 1s able to detect any log data
tampering.

Requirement 2: As described in the hybrid signature scheme
verification phase, the verifier can also detect any log data
deletions, even 1f a part of the log data and its related digital
signature are deleted together.

Requirement 3: As described in the evaluation results, the
total calculation time of the hybrid scheme for log data
signature generation and verification 1s generally the shortest

among all three schemes. .
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TITLE: METHOD FOR ESTIMATING UNJUST COMMUNICATION CAUSES USING
NETWORK PACKETS ASSOCIATED WITH PROCESS INFORMATION

Year of Publication: 2014
Page Numbers: 44-49

Authors: Satoshi Mimura, Ryoichi Sasaki

Conference Name: The International Conference on Information

Security and Cyber Forensics (InfoSec2014)
- Malaysia

_—

Download Here

Abstract:

The number of attacks based on advanced persistent threat (APT), which is a set of stealthy and
continuous computer hacking processes, has been increasing around the world. To cope with such
attacks, a management system that stores and analyses log information in order to identify unjust
packet network communications has come to be used for threat detection in equipment equipped
with functions such as security information and event management (SIEM). However, while it is
possible to identify personal computers (PCs) engaging in unjust communication using this system,
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Study Background

* In recent years, attacks have become
increasingly advanced.

It becomes important to 1dentify a cause of

unjust communication.

i

o |
I "';L s
e
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Study Objective

192.168.137.69 54 http > 4944

62.113.232.164 geeryes;  While it is possible to identify

192.168.137.255 92 Name que

Packet loziss.izeo  simep~ s personal computers engaging in
Status 2.1.?. 69 1.1 U.IljU.St communication by
ERENIESCCEENEETEES Mmonitoring the packet
192.168.137. 69 66 http > 4¢ L
178.250.245. 198 IEEEEN $communication,
178.250.245.198 779 GET /v7nc D :
192.168.137. 69 sa heep > 24 1t 1S often very difficult to
192.168.137.69 207 HTTP/1.1 .
Running determine the process used by
processes the malware to cause the PC to

engage 1n unjust communication.



Study Obj ective

192.168.137.69

54 40447 hTTp RS T_ ACK] Sea=1 Ack=L Win=0 Len=0

192.168.137..255 92 Name u:quer"},»r NE WPAD<00=
192 1EB 13? 69 54 http > 49446 [AEK] Seq=155 Ack=232 win=15680 Len=0

192 IEB 13? 69 ?14 HTTPfl 1 SDE FDund (tEthhtm1)

We would hke to 1dent1fy the running
process 1n the PC connected to packet .




STUDY OBJECTIVE

-

To answer the requirement,

~

IN 2014, WE DEVELOPED THE LOGGER
DRIVER PROGRAM NAMED “ONMITSU” .

N
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Onmitsu?

* Have you heard of “Ninja?”
* Ninja were covert agents in feudal Japan.

* A Ninja who engaged in an intelligence
activity was called an “Onmitsu”.
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Onmitsu Structure

Process (User Application, Malware, etc)

[

Windows Kernel Mode
Input via .
iPIs Onmitsu Program
Onmitsu Driver
@ ~—
> Data IFJ(’g t Fﬂ? L
| Parsing | converd | | WS

s H_

This program was written by C++, and the total
program length is approximately 1K steps.
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APIs for Input to Onmitsu

* APIs for Input.
— Windows Filtering Platform(WEFP) -@D
— PsSetCreateProcessNotifyRoutineEx - @
— PsSetLoadlmageNotifyRoutine -3

¥

Onmitsu




Onmitsu Logic

To obtain network
iInformation

* Windows Filtering
Platform (WFP)

— It 1s generally used to
create a firewall.

— The Onmitsu driver gets
Network Information
when the connection

status 1s
“ESTABLISHED”.

72

Application
Layer.

From, Wlndows Intemals 6th P, 586

ddM

sentation




Onmitsu Logic

e Can retrieve these data from WEP.

73

— Source IP address and port number.
— Destination IP address and port number.

S

— Communication data.



Onmitsu Logic

To obtain process information
» PsSetCreateProcessNotifyEx
» PsSetlLoadlmageNotifyRoutine

-

o

These APIs, which are Windows kernel mode
functions, are used by Onmitsu to register the callback
functions that detect process loading, exiting, or
module loading.

~

/
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Onmitsu Recordable Items

Actions

Data

Launch of Process

Time

Process 1D

Parent Process ID

Executable Image file path.

Command Line

End of Process Time
Time

Load a module. Process 1D
Module Image file path.
Time

Established a connection.

Process ID (Ordered the operation.)

Source [P Address.

Source Port Number.

Destination IP Address.

Destination Port Number.

Protocol ID (Transport layer.)




Onmitsu Logic

Format of log:

— Process Launch
PROCESS LAUNCH,(PID),(P PID),(PATH),(CMDLINE)

— Loading a module:
PROCESS_MODLOAD,(PID),(MODULE_PATH)

— [Pv4 communicate:
NETWORKV4,(PID),(L ADR),(L PORT),(R ADR),(R PORT),(PR
OTO)

— [Pv6 communicate:
NETWORKV6,(PID),(L ADR),(L PORT),(R ADR),(R PORT),(PR
OTO)

— Process Exit:
PROCESS QUIT,(PID)
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Evaluation Items

D Log accuracy
@ Log usefulness
@ Log volume
4 System load




Network environment

DMZ Area.

EE

Proxy Web
Server Server

Microsoft Windows
Vista or later is
required for the
client PC as for the
OS version.

Intranet

Data Server.




* Log accuracy evaluation method.

79

Evaluation Results 1)

— Compare the results of Onmitsu and Dumpcap.

There were no differences between
the results obtained from Onmitsu

and that obtained from Dumpcap

—~ =

Log accuracy 1s enough.

payroll@adp.com
FESE: =HIERE _

Payroll Invoice

@
1 BOFTTIPAIL ~ invoice_92
o 86400392
- Involice
N 7ip 108 KB 84232_94
829344d8...

A3

A copy of your ADP TotalSource Payroll Invoice for the i
viewing.

Year: 13
Week No: 08
Payroll No: 1



Example of Logs from Onmitsu

TYPE PID PARENT CMDLINE SRCPORT DSTIP DSTPORT
C:¥Users¥TESTUSER¥Desktop¥SHARE¥invoice 928649039284232
- 9482934d88.pdf.exe

PROCESS LAUNCH 2068 1832 | C:¥Users¥TESTUSER¥AppData¥Local¥Temp¥zdttugbg.exe
PROCESS LAUNCH 1896 2068 | C:¥Users¥TESTUSER¥AppData¥Local¥Temp¥zdttugbg.exe

PROCESS_LAUNCH 1832 1848

PROCESS_LAUNCH 2716 752 | C:¥Program Files¥Internet Explorer¥iexplore.exe -Embedding
NETWORKV4 2716 49446 | 62.113.232.164 80
NETWORKV4 2716 49447 | 62.113.232.164 80
PROCESS_QUIT 2716

NETWORKV4 1896 49450 [ 178.250.245.198 80

PID 23
2716 192.168.
1

192.168.

6
7.255 92 Name query NE WPAD{DD}
69 54 http > 49#46 [ACK] Seq=155 Ack=232 win=15680 Len=0

192 lEE.

De £ I £ T R & = ALY - _'-. . -"- el T A -

1?3 250. ??Q-GET fU?HqﬂﬁdK?VJDﬂHH2V1U?DE4a%EfELagFAEEfﬂilkﬂaEH45ﬂtHlRt‘
192.168. 54 http > 49450 [ACK] Seq=1 Ack=726 Win=14080 Len=0
192.168.13F.69 207 HTTP/1.1 503 Service uUnavailable (text/html)




Evaluation Result @)

TYPE PID PARENT CMJ w
PROCESS LAUNCH | 1832| 1848|9  From this log data, we can

PROCESS_LAUNCH | 2068 | 18324 gee that the malware started and !

PROCESS_LAUNCH 1896 2068 | (

PROCESS_LAUNCH | 2716 752 [ activated other programs in the
NETWORKV4 2716

NETWORKVA 5716 temporary folder. l
PROCESS_QUIT 2716
NETWORKV4 1896 |

In addition, we can see that the }
malware attempted to start
communications after Internet Explorer
was launched.

g
PID 62.113.232.164
62.113.232.164 5
2716 192.168.137. 255 GF.
192.168.137. 69 54

192.168.

714 HTTP/1.1 302 Found (texty&
C 4 i A T - | Y ol P | 1 OO

Uhe il e D = » L

92.1.13?.59 . .
PID 176,250 245,198 The log of Onmitsu 1s useful
189 19216813?59

192.168.137.69 200 - = = -




Evaluation Results 3

* Log file size.

— Test duration using Onmitsu: 3 hours.

_ File size of Onmitsu log: 10,868,492 ( 10.36 MB )

e With “zip” compression : 755,732 bytes ( 738.01 KB/
6.95% )

— Estimated volumes for one year by simple
calculation.

. 2,205,651,767 bytes ( 2.05 GB )

Within acceptable volume size,

=) because the volume of recent PC is
around 1TB.
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Evaluation Results @)

* System load.

83

— Futuremark PCMark & score:

)

(@

— Result: C
« Without Onmitsu: 4319 (101%) \‘g ==

—
—

* With Onmits : 4264 (100%)

» The system loading imposed by the
Onmitsu driver is close to negligible.



Result

KW ¢ measured the log file obtained by Onmitsu Q
verified its usability.

* The log from Onmitsu 1s useful and there are no
problems with regards to system load and log

volume.
N Iy

84 *CSV : comma-separated values




Resent Status

g

Onmitsu has been introduced to the \
Caplogger software product manufactured

by DIT company and 1s 1n actual field

usage.

2. A study aimed at using Onmitsu for
1dentifying the network PC that originated

the intrusion has started. |
N
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Map of Our Main Studies

Managemental | ® DF in Japan
@ Gulde Sys:tem forODF ® Tog Forensic
using Android Terminal

@ LIFT System
(@ Onmitsu
Technical @Signature scheme for

keeping Evidence

Element &) System

LIFT: Live and Intelligent Network Forensic Technologies
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Development of intellectual network forensic system LIFT against targeted attacks

Kazuki Hashimoto.Hiroyuki Hiruma. Takashi
Matsumoto. Kosetus Kayama. Yoshio Kaikizaki.
Hiroshi Yamaki. Ryoichi Sasaki
Tokyo Denki University
5 Senju Asahi-cho. Adachi-ku. Tokyo. JAPAN
hashimoto(@isl.im.dendai.ac.jp.
hiruma@isl.im.dendai.ac.jp.
sasaki@im.dendai.ac.jp

Abstract—Recently, the number of targeted attacks to specific
organizations, such as companies or governments, has been
increasing. Although such organizations are reguired to
conduct to protect against the attack or mitigate the effect of
the targeted attack, it is very difficult to perform the proper
operation without the assistance of a support system.
Therefore, the authors developed the Live and Intelligent
Network Forensic Techmnologies (LIFT) system to guide the
proper operation and/or conduct an automatic operation using
artificial intelligence. The LIFT system collects the logs from
servers, PCs, and communication eguipment such as routers
and detects abnormal signs from the collected logs. Next, the

Cybersec 2015 held in Indonesia

Tetsutaro Uehara

Ritsumeikan University
1 Nojthigashi, Kusatsu. Shiga. JAPAN
Ueghara@es.ritsumei.ac.jp

to perform the proper operation without the assistance of a
support system.

The Security Information and Event Management
(SIEM) system has been attracting attention as a support
system agaist targeted attacks [3]. The SIEM system gives
real-time security threat detection capabilities to the log
management system. Because 1t performs network forensics
in real time. SIEM can be called a live network forensics
system. Network forensics secures the evidence of saved
collections for an analysis of a log in real time.

However. it 1s difficult to protect against an attack or

sraticrnta tha atfoatr af tha attasls lher o acsns Al tha STERS
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Background

« Targeted attacks have been increasing year by year

» It 1s difficult to perform proper countermeasures
against targeted attacks without the assistance of a
support system.

88



Background

 SIEM attracts the attention

— The system combines the functions of security event
management and log analysis to provide real-time
network forensics.

e However

— It 1s difficult to protect attack by using only the SIEM
system, because operators need enough knowledge and
skill to use the system appropriately.

SIEM: Security Information and Event Management



Overview of LIFT Project and System

* To cope with the 1ssue, the LIFT project began at
the Cyber Security Research Institute of Tokyo
Denki University in 2013.

 In the project, we developed the LIFT system
having the function of automatic operation using
artificial intelligence(Al) and providing

appropriate actions response guidance during _gf™ ;
incidents

LIFT: Live and Intelligent Network Forensic Technologies
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LIFT Project & LIFT System

 Attack Structure and LIFT System Terms Used

Attack Case

¢
Attack Phase
| | |
| | | -
Event Event Event
O The “Attack Case”
Event represents the flow
of attacks that have
occurred in the past.
Clue Clue
Source Source Source Source Source




LIFT Project & LIFT System

 The structure of attack and terms used

Attack Case

¢

Attack Phase

Event Event Event
(44 %9
The “Event” 1s the result of
Event
an attack
Clue Clue
Source Source Source Source Source




LIFT Project & LIFT System

 The structure of attack and terms used

- Attack Case
&
Attack Phase
| | |
| | |
Event Event Fvent
<
Event /The “Clue” is
the detected
result caused by
Clue Clue an attack event.
Generally,
multiple clues
will appear for
Source Source Source Source q one cvent.

N

\

J




LIFT Project & LIFT System

 The structure of attack and terms used

Attack Case

\

Attack Phase
| | |
| | | -
Event Event Event
< b
Event The “Source”
represents the
event log that
Clue Clue stores the clue
origin.
\_ (
| N
Source Source Source Source Source




Overview of LIFT System

1 )
* Function of LIFT System (
Measure
[ I GU.ide —
@ o Process
Introduction ‘== ‘ %% ™ —_—
networlk | Administrator |
1t ) i
LIFT Syﬁeln { Detection of Clue ) Execu_tion ofMeasure)
Guide measures
it T
_ Clue & Event-
_ _ I . Related Table Selection of
Event estimation Check of ¥ Measure
Clue 1)| Estimation
Process 5 e ‘[
No
' . Event & Measure -
Estmationg Related Table
Yes

95

2)| Survey Related
Events

Y

et




Example of Event and Clue

Related Table
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Example of Event and Clue

ble

=

Related Ta
N\

Proxy Server

This table 1s constructed F—— = -
. . W - 0
by experts considering S8 | o ° 05 -
hat cl h 58 | 82 |25 c | G
what clues appear, when Clue| 29 4§ o) Z250 o 5 2
Q. —_—
the event has occurred. 2n | 2@ |OSY| & a8
k / - s J m© W @ i n O n
g2 | E2 |£3g| 2 | €8
Event 3a | ES |og S |58
23 | S5 |58 =
=Y 3 - o
S IS N AN o__
Malware execution 0.3 l :
(b} cC | |
sol |7t T1 T 1 "
x = 43 Communication to C&C 0.6 0.6 0.4
s T J N sl RSPy S I SRR ———
O T T
+ Download of necessar
= 5 % . Y1 04 | o4 0.3
<C = function for attack
S Malware collects
— information of the 0.5 0.2 0.4

terminal




LIFT Project & LIFT System

™~

\

In operation phase, Clues

Proxy Server

are observed.
If “communication without |g
passing proxy’’ 1s observed,
the probability of
“Communication to C&C

The execution of the
SuUspicious process

\ server” 1s highest. )
_IVIETWETE'ETE'CUU‘CK

Communication to C&C

port 443

Communication
ithout passing proxy
Using the CONNECT

method other than

Long session

Unnecessary
commands to business

Download of necessary
function for attack

Attack

<

O
o

0.6

o
~

0.3

Malware collects
information of the
terminal

Infrastructure
Construction

0.2

0.4




LIFT Project & LIFT System

—
/ Proxy Server
If the value does not exceed = —
the threshold, the other clue e w x |5c d
, + 0 = i H © =
related to the event is S 0 o9a =5 c >0
Clue O | Bo [Ztm| & T 3
checked. s8 | © z |08Y3 7 B o
In this case “Using the 53 |58 |85 & S
o8 EQ |coT o ) L
connect method other than % © £ |2Sa S =
. @
Qort 443” 1s checked. / v § S8 |23 - =
£o | 2 |3F 5
SO I I S o__
Malware execution 0.3 | | :
e c T | | L
5 .© L
<3538 Communication to C&C > i 0.6 0.6 0.4
S T A NPV S S S S—— E—
© T T
+~ 5 5 | Download of necessary
i)
< g ¢ function for attack 04 0.4 - 0.3
k= 8 Malware collects |
— information of the 0.5 | 0.2 0.4
terminal |




LIFT Project & LIFT System

P=1-(1-0.6)(1-0.6) =0.84

/ If the both clues occur, the probablhty 1S estlmated as\

If the probability exceeds the threshold, the LIFT
system guides measure to protect “Communication to

\C&C” .

7

[ EVENt

Attack
Infrastructure

Construction

Malware execution

Communication to C&C

Download of necessary
function for attack

commands to business

Malware collects

information of the

terminal

S |5
_______ -8
|
|

0.4
0.3
02 | 04




LIFT Project & LIFT System

Introduction j ‘

network

|
&>

1l

4 R
Measure
Guide

- \ Process )

| Adm inistrator |

[

LIFT System

=~

(Detection of Clue)

J i

Clue & Event-

[ Related Table
Check of ¥
Clue 1)| Estimation
4 of Event
No
Estimation?
Yes
2)| Survey Related
Events

Execution of Measure
Guide measures

Selection of
Measure

Y

Event & Measure -
Related Table

F

o
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Example of Event Measures

Related Table

Measures
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Example of Event Measures

Related Table
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Example of Event Measures
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LIFT System Development

® LIFT proto program was developed under the

environments.
Development software Eclipse
OS Ubuntu 14.04

Development language Java 8

Domain Specific Language
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LIFT System Development

[ Real System

$

[ Administrator]

LIFT proto program I

c) l Onmitsu

-

Log collection

Fluentd

|

]|

$

;

Data
Controller

|

&

Rule—based system =
Drools

*One of Al
technologies

Tables are
represented
as rules in
this system.



JBOSS Drools

— Rule-based system

— Event Estimation using reasoning

— Implements the rule engine based on the Rete algorithm
corresponding to the Java Virtual Machine (JVM)

rule "Detect”
salience 186

/fagenda-group "Fire"
when

$s : Core()

$2 : Assumption Ewvent{Accuracy »= Threequarters_Accuracy 2& Flag Detect != 2)
then

fe.setFlag Detect(2);
$s.GUI Notification(l,%e.getID(},2);
update($e);
update($s);
end
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LIFT System Development

[ Real System

$

[ Administrator]

LIFT proto program I

c) l Onmitsu

-

Log collection

Fluentd

|

]|

;

Data
Controller

; !

Rule—based system =
Drools

*One of Al
technologies

Tables are
represented
as rules in
this system.



Example of GUI

Ed

g

it Help
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GUI 1n the case that a clue was observed.
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LIFT System Development

[

Real System

$

[ Administrator]

Hommua]

|

LIFT proto program I

Log collection

B

(oo )| U
—
Data
Controller

&

!

Rule—based system =

Drools

*One of Al
technologies

Tables are
represented
as rules in
this system.



LIFT System Development

 Fluentd |
— Log collection software gl ig\
 Collection of various log Q\&

 Structural log format
* Input log 1n JavaScript Option Notation (JSON) format

e Onmitsu

— Detection of the relationship between the network
packets and process information in the computer
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Application experiment

Purpose:
— Confirm the usefulness of the LIFT system

— Determine whether the LIFT proto program
meets the LIFT system requirements.

Experiment
— We prepared six attack events

— Each pseudo attack was launched 1n the experimental
environment 10 times

— The experimental results were compared against estimated
attack results

112



Application experiment

* experimental environment

e

Servers 192.168.1.0/24
Clients(Windosw7)

Web Server Mail Server 192.168.0.0/24

. -

LIFT System 192.168.2.0/24

LIFT System

113




Application Experiment

» Experimental results 1)

1 Employees launch malware contained Event 5 is
. . Success
1n an email attachment also
estimated
2 Malware communicates —
. Success
with the C&C server
3 Malware extracts terminal information -
Success
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Application experiment

4 Malware explores the internal -
Success
network
5 Malware explores the internal Event 1 is
Success
network also
estimated
6 Malware penetrates servers .
Success

115



Application Experiment

Experimental results
LIFT proto program could estimate the events
in all cases
In two cases, the LIFT proto program estimated
multiple events from the clue combinations

To increase estimation accuracy
Introduce Bayesian network instead of Event — Clue
related table
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1.
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Recent Status

We introduced a Bayesian network instead
of an Event - Clue related table and were
able to 1dentify all six events.

. Although we were able to 1dentify events

that occurred 1n the past, 1t was difficult to
1dentify new type events. To cope with this
1ssue, a mult1 agent approach was
introduced.




Map of Our Main Studies

Managemental . ® DF in Japan
@ .Gulde Sy.stem for DF ® Fog Forensic
Using Antroid Terminal
@ LIFT System
(2 Onmitsu
Technical (DSignature scheme for
keeping Evidence

Element &) System

LIFT: Live and Intelligent Network Forensic Technologies

118



Extension and Evaluation of Guideline Total Support System
for Digital Forensics

Takamichi Amano®, Tetsutaro Ushara® and Byoichi Sasaki®
'Tokyo Denki University
3 Senjuasalucho, Adachi-ku, Tokyo 120-8531, Japan
amano’iis] im dendai ac jp and sasakijiim dendai ac jp
"Ritsumeikan University, Japan

ABSTRACT

The recent mse m  disputes mlainz to
electromaznehc computer records has prompted the
demand for dimtal forensic tools that can be used to
preserve, muveshgate, and analyvze digptal evidence.
Among the cwmrently avalable diptal forenmsic

1INTRODUCTION

With the expansion of the mformation society,
disputes related to computer electromagnetic

records have been mcreasing. According to a
2013 white paper by the Natiomal Police

This study was presented at The International
Conference on Information Security and Cyber
Forensics (InfoSec2014) held in Malaysia. o



Map of Our Main Studies
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using Android Terminal
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120



Paper related to Fog Forensics

Fog Computing:.

[ssues and Challenges i Security and Forensics.

Yifan Wang, Tetsutaro Uehara+
College of Information Science & Engineering+
Ritsumeikan University+
Kusatsu-shi. Shiga. Japan+
wangvifian@cvsec., uehara@ {cs.ritsumei.acjp j+

Abstract—Although Fog Computing is defmed as the

extension of the Cloud Computing paradigm, its distinctive
characteristics in the location sensitivity, wireless connectivity,
and geographical accessibilitv create new securitv and forensics

Presented at COMSAC2015

H

Ryoichi Sasaki+
School of Science and Technology for Future Life+
Tokvo Denki University+
Adachi-ku, Tokyo. Japan+
sasaki(@im.dendai.acjp

computing briefly. The followng section takes a close look at
Fog applications in different scenarios. In the fourth section

we summarize different approaches to secure the cloud. In the
fifth =zerfion we dizrngz the Clond forenzics Teemez and
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SPECIAL ISSUE PAPER

Development of digital forensics practice and
research in Japan

Jigang Liu'?*, Tetsutaroh Uehara'! and Ryoichi Sasaki®

1 Kyoto University, Kyoto, Japan
2 Metropolitan State University, St. Paul, MN, USA
3 Tokyo Denki University, Tokyo, Japan

ABSTRACT

As anew frontier for fighting against cyber crime and cyber terrorism, digital forensics has experienced a rapid development
in the last decade. Many countries have created new laws and legal procedures, developed new technologies, and enhanced
education and research in this emerging field. Japan is no exception. In this paper, we first provide a nutshell of the Japanese
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Background starting CySec

* The shortage of security experts 1s also a big
i1ssue 1n Japan.
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Shortage of Security Field Workers

in Japan

Number of Specialists Required (347,000)

http://www.ipa.go.jp/files/000040646.pdf July, 2014
IPA: INFORMATION-TECHNOLOGY PROMOTION
AGENCY

Number of Current Security Field
Workers (265,000) Short-
fall :
Workers Workers (82,000)
(Skalled) (Unskilled)
(106,000) (159,000)
. 4
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Overview of CySec

* Tokyo Denki University launched a cyber-security
education course named CySec 1in 20135.

* CySec 1s a course for Security workers and Master
course students.

It 1s supported by the Ministry of Education,
Culture, Sports, Science and Technology (MEXT)
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CySec Topics

1PF: Cyber Security Infrastructure
2CD: Cyber Defense Actual Exercise

3IN: Security Intelligence, Psychology, Ethics and
Law

4DF: Digital Forensics

SMG: Information Security Management and
Governance

6DD: Secure System Design and Development
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CySEC

1PF: Cyber Security Infrastructure
2CD: Cyber Defense Actual Exercise

3IN: Security Intelligence, Psychology, Ethics and
Law

4DF: Digital Forensics —

SM( nd
¢ Itis a first regular course on digital —| |
| forensics 1n a Japanese University. t@

6D‘\ Jent %Q
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Digital Forensics Curriculum in CySec(D

1. Introduction of Digital Forensics

2. Hard disk structure, File system Technologies

3. OS for forensics

4. Forensic work basics

5. Forensic work, Data conservation

6. Forensic work, Data recovery

7. Forensic work, Data analysis(D j %j\

8. Forensic work, Data analysis@ %\&
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Digital Forensics Curriculum in CySec(@

9. Forensic work exercise

10. Network forensic

11. Network forensic exercise

12. DF methods for typical targets(D
13. DF methods for typical targets@)
14. Law literacy and handling court

15. Future development of digital forensics 1 j\
Lc,
131
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In course of 2016, mobile forensics was added instead of
DF methods for typical targets@



[ ecturers

(1) Prof. Sasaki (Tokyo Denki Univ.)
(2) Prof. Uehara ( Ritsume1 Univ.)

(3) Prof. Yamaki (Tokyo Denki Univ.)
(4) Mr. Sakuraba (Lawyer)

(5) Mr. Shirahama (Forensics Expert)
(6) Mr. Nozaki (Forensics Expert) —]
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Education Status

In 2015, the course was attended by 54 security field
workers and 16 Master course students.

Numerous security experts were among the students.
Security field workers were sent from police departments
financial services agencies, etc.

Based on post-course questionnaire results, students were
highly satisfied with our lectures.

5
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Future Directions

1. We will introduce an advanced course on digital
forensics to Tokyo Denki University.

2. We will support the inauguration of digital forensic
courses 1n other universities.
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Improper Arrest Case Related to
Remote Control Virus

In 2012, four persons were arrested after being
suspected of uploading threats to the Internet.

Later, 1t became clear that remote control viruses in
the suspects’ personal computers (PCs) were
responsible for the uploading.




Attack Flow
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Flow of Investigation

Server in abroad ( For Concealment of IP address )

The true

criminal Care taker Police

Tor was
used

d

eb» hfad 2 channel

CNTCHREMAThEL ? | site
http:// ~ (RDYA )

Investigation by
police(Including
forensics)

2

Normal
Web Site

PCs of persons that uploaded 138
the threat sentence was identified




Flow of Investigation

Server in abroad ( For Concealment of IP address )

Tm Four PC owners were arrested by \

- mistake in 2012.

(2) One of them was charged with
interference and prosecuted.

(3) However, malware named iesys.exe was
founded in the PCs of the other arrested
persons. 1

(4) Part of the same malware was also

Police

found in the PC of person prosecuted. Investigation by
(5) The prosecuted person was released. police(Including
(6) The search to find the true criminal forensics)
K continued. /
————— Normal
k_) - Web Site
PCs of persons that uploaded 139

the threat sentence was identified
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(1)

(2)

New Progress

The following message was sent to mass media
on Jan. 1, 2013: “Happy new year. I am the real
criminal. Can the police arrest me?”

The second message as follows was sent to mass
media: “I have attached a memory chip
containing the iesys.exe source program and a
text file describing the my objectives to a cat on
Enoshima Island”

Photograph of g
Enoshima ' '




New Progress

(3) The cat with a memory chip attached to 1ts neck
was discovered by the police.

At the same time, the police examined Enoshima
surveillance camera 1image data showing the
memory chip being attached to the cat’s neck.
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New Progress

(4) A 30-year-old man, hereafter described as “X”,
was arrested on Feb. 2, 2013.

(5) Police announced they had found evidence in the
suspect’s company PC that showed “X” had
accessed Tor around the same time when the
malware was uploaded via Tor.

(6) “X” pleaded not guilty. In his
appeal, he stated that he could not
write the C# used for 1esys.exe.




New Progress

(7) During the trial, the prosecution’s digital forensic
expert testified that a piece of the program
remained 1n the slack space of the suspect’s PC,
thereby providing evidence.

This case marked that the first time deep discussions
regarding digital forensics

(A B
were held 1n a Japanese court. I . I
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Results

(1) After the suspect was released on bail, he held a
press conference with his lawyers on May 16, 2014.

(2) Around the same time, mail from a person who

claimed to be the real criminal was sent to mass
media outlets. This convinced many people still that

“X”” was not the actual criminal.
8 B i
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Results

(3) However, a detective who tailed the suspect after
his release witnessed him burying a mobile phone
on a riverbank.

When the phone was examined, the police
discovered an incriminating sentence, which the
suspect had set to be sent out at the same time as
the press conference.

Faced with this evidence, “X”
confessed to the crime.
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Results

(4) ) In 2015, the Tokyo District Court has established
penalties for 10 cyber-crimes, and announced penal

servitude eight years.
(¥ i
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Results

(4) In 2015, the Tokyo District Court has established
penalties for 10 cyber-crimes, and announced penal
servitude eight years.

~

Digital forensics has

become a very important (1
technology in Japan’s “
courts.

- J
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Future Direction

. The importance of digital forensics will increase
year by year also 1n Japan.

. We would like to increase the number of digital
forensics experts, including researchers.

. Personally, I would like to focus primarily on the
following three targets:

(1) Network Forensics

(2) Live Forensics

(3) Fog Forensics
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Thank you for your attention




